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Abstract. In the modern world, in the context of intensive digitalization
of the economy, cyberspace is recognized as the main factor in global security.
This situation requires a revision of the norms of international law, improvement
of mechanisms for cooperation between states. In this article, the authors aim to
comprehensively analyze the current challenges of cybersecurity in international
relations and make an attempt to propose ways to overcome them.

In this study, the authors conducted a comparative analysis of scientific
papers and official documents for the period 2021-2025. The contradictions
between the concept of “digital sovereignty” in cyberspace management and
the need for global regulation are revealed. In addition, the authors point to the
lack of international legally binding norms as the main difficulties in ensuring
cybersecurity, the complexity of attributing cyber attacks, and the unfair
distribution of resources.

The authors of the article argue that in order to strengthen cybersecurity, it
is necessary to increase trust in states, improve the legal framework and expand
international cooperation. It concludes that the security of cyberspace is the
common interest of all mankind, so harmonious action and open dialogue should
be the main priority.
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Introduction
At the end of the XX and the beginning of the XXI centuries, cyberspace
has become a new platform for global competition and cooperation of states.

10 BULLETIN of Ablai Khan KazUIRandWL



Sayatbek S.S., Baissultanova K. Ch.

The rapid development of information and communication technologies (ICT)
penetrated into all spheres of society’s life and at the same time posed a serious
threat to national and international security. A number of researchers highlight
cybersecurity as an important area of modern international security. In the era
of digitalization, the main problem is to ensure the peaceful development of
cyberspace and prevent the escalation of conflicts.

In addition, the service in cyberspace is characterized by anonymity and
anonymity, which complicates the classical application of international law [1]. In
this regard, states are striving to form common norms of behavior in cyberspace
at the bilateral and multilateral levels. Within the framework of the UN, dialogue
platforms such as the Group of Government Experts (GGE) and The Open-Ended
Working Group (OEWG) are working. However, it is not yet possible to reach
a common agreement on legally binding norms. Some countries consider the
existing international principles to be sufficient, while others argue about the
need to adopt special international legal documents [2].

Global cooperation in the field of cybersecurity is hampered by geopolitical
contradictions between the leading powers — the United States, Russia, China.
Increased insecurity makes it impossible to coordinate joint efforts. However,
as the modern experience of International Relations shows, there are no cases of
full-fledged cyber warfare between states. The perception of cyber attacks as a
“red line” contributes not to aggravate the situation.

Materials and Methods

The study in the framework of the article relies on an interdisciplinary
methodology at the junction of the theory of international relations and modern
cybersecurity research. The article aimed to analyze the behavior and positions of
states in cyberspace, taking into account the mutual contradiction of liberal and
realistic theories. Liberal theory served as the basis for explaining the positions of
Western countries in favor of freedom of information and multilateral cooperation.
Meanwhile, the realistic approach made it possible to characterize the position of
Russia, China and their partners, who put national sovereignty and the interests
of the state in the first place.

A comparative expert approach was used as the methodological basis
of the study, and cybersecurity strategies and positions of various countries
and organizations were analyzed. the expert method was carried out through a
qualitative examination of the content of selected documents and a comparative
analysis of the experience of different countries.

The selection of materials was carried out on such keywords as
“cybersecurity”, “international security”, ‘“digital sovereignty”, taken from
scientific databases such as Scopus, Web of Science and open government
platforms. The collected texts were studied by the method of thematic coding. In
particular, events related to international law, national interests and technological
threats were identified. An empirical and Case Study of specific cyber events such
as WannaCry, NotPetya, and SolarWinds has been conducted. In addition, the
study took into account the relationship between political, legal and technological
aspects to justify practical recommendations.
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Thus, the study was carried out by combining scientific approaches in the
fields of international law, security policy and Information Technology.

Within the framework of the article, the research materials were selected
based on current works and official documents published in the period from 2021
to 2025, leading analytical centers and peer-reviewed scientific articles.

UN resolutions and reports, materials of international organizations such
as the International Telecommunication Union (ITU), NATO, the European
Union, national cybersecurity strategies of various countries, as well as scientific
publications of Russian and foreign experts were used as the main sources.

Results

In the course of the analysis of cybersecurity issues in international
relations, a number of topical issues were identified. One of the most important
of these is the lack of normative clarity.

Although many states generally recognize the application of international
law to cyberspace, the regulation of this area by a single legally binding instrument
has not yet been implemented. Countries have different positions on this issue.

For example, the United States and the European Union consider the UN
Charter and current international norms to be sufficient. In their opinion, the new
rules in cyberspace should be of a recommendatory nature, that is, optional.

And Russia and China, on the contrary, support the development of
mandatory international legal norms in this area. At the same time, they note
the need to put the national sovereignty and domestic legislation of states at the
forefront. This position is also reflected in the joint proposals of Russia and China,
which state the need to respect the autonomy of each state in the information
Space [3].

So far, the lack of agreed universal legal standards (Table 1) causes
ambiguity in the views of countries. While one party advocates the openness
and freedom of information of the Internet, the other party demands control of
the national network and protection of Information Security. Modern accepted
norms remain only at the level of non-binding recommendations and require their
transformation into concrete actions.

Table 1. comparative analysis of the views of the main world actors on
cybersecurity issues

Actor Basic principles and | Attitude to Examples of initiatives
priorities international norms

USA/EU Protection of free Support for the current | US National

(Western internet and critical UN norms; development | Cybersecurity Strategy;

countries) infrastructure; of mechanisms of European Cybersecurity
international voluntary behavior. It is | Strategy (2020); cyber
cooperation with private | believed that the existing | diplomacy tools.
sector participation. norms are sufficient.
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Russia/PRC | The concept of Promotion of legally Code of Conduct

(non-Western | information security binding norms. Supports | initiative (2011); UN

countries) and digital sovereignty; |the priority of national | General Assembly
state control of ICT. law and sovereignty. resolutions on

International Information
Security (IIS); SCO —IIS
cooperation plan.
International | Strengthening trust Pay attention to the Reports and resolutions
organizations | and developing general |voluntary norms and of the UN; work of the
rules; technical and guidelines for the use GGE/OEWG; reports
institutional support for |of the UN Charter in of the ITU (Global

countries. cyberspace. Promotes Cybersecurity Index);
the exchange of UNOCT projects.
information and capacity
building.

(compiled by the authors)

Secondly, geopolitical factors and trust issues play a major role. The
relationship of the leading powers in the cyberspace largely depends on the general
political situation. On the one hand, the dialogue at the UN level continues. An
example of this is the joint resolution of the United States and Russia on ICT
security negotiations in 2021. On the other hand, the tension of Western rhetoric
against the PRC and the Russian Federation hinders effective cooperation.
Despite this, at the moment there were no cases of open cyberconfliction among
the major powers. Experts argue that states still avoid the transition of “red lines”
without launching destructive attacks against each other. At the same time, covert
conflicts in the form of cyber espionage, cyber attacks on critical targets and
misinformation campaigns are increasing, which creates mutual suspicion.

Thirdly, the technical complexity of threats and the pace of development
create new challenges. One of the most important issues is the attribution
of cyberattacks, that is, the identification of the real culprits of the events.
Comparing the difficulties of cyberdiplomacy, the lack of unambiguous attribution
significantly complicates the diplomatic reaction and negotiations. International
norms even provide a formal algorithm of action for the aggrieved party, but
in practice it is often difficult to collect “unconditional evidence”. In addition,
including the rapid development of artificial intelligence, quantum computing
and IoT technology will allow attackers to automate attacks and create new types
of threats. For example, Al can be used to generate fake news and audio-video
manipulations during election campaigns. Expert reports emphasize that one
of the main risks in 2024 is the use of artificial intelligence by attackers. The
increase in the complexity of attacks requires states to adapt legal and technical
measures, however, the gap between rapid technological changes and the slow
process of creating norms remains large [4].

The fourth aspect is the uneven distribution of resources and opportunities.
Small and developing countries will face significant difficulties in creating a
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sustainable cybersecurity system. So, highlighting “cybersecurity poverty line”,
experts point to the gap between organizations and states that have sufficient
resources and states that do not have them. Among the poorest countries in the
south of the world, there are the least stable cyber systems. It is now known as the
“cybersecurity poverty line”, which reduces the overall level of global security.
At the same time, infrastructure vulnerabilities and lack of qualified personnel
remain a problem for developed states as well. This forces some countries to use
outsourcing or rely on international assistance [5].

Finally, organizational and procedural barriers. The public-private
partnership necessary to protect modern networks is not always established in
all countries. Some researchers cite difficulties in coordinating efforts between
states, international organizations and the private sector. Cyberattacks reporting
mechanisms and advisory forums do not work effectively enough due to
differences in existing approaches. For example, in the UN, representatives of
different countries often debate about the signs of “sovereignty in cyberspace”,
which remain under a hidden ban.

The results are systematized in Table 1, which compares the main positions
of major actors on the main issues of cybersecurity (norms of behavior, priorities,
means of cooperation). The table confirms that there are fundamental discrepancies
in the accents of Western and non-Western countries.

Current events in the field of international cybersecurity and their
consequences

l-event

On May 12, 2017, more than 230,000 systems in 150 countries around the
world were attacked by a malware called “WannaCry”. The attack caused great
damage to the UK National Health Service (NHS), at least 19,000 receptions and
operations were postponed, and patients had to be moved to other hospitals [6].

Political and legal consequences in 2018, the US Department of Justice
brought charges against North Korean hacker Park Chin hake and officially
linked the attack to the Lazarus Group [7]. Based on this event, the UN adopted
Resolution A/RES/73/27 and developed recommendations for the protection
of critical infrastructure. The European Union adopted the NIS Directive
(2018/1972) and accelerated the creation of CSIRTnetworks (Computer Security
Incident Response Teams) in the Member States.

This event demonstrated a serious threat to peaceful sectors such as health
care and made cybersecurity a hot topic in international humanitarian law. It also
increased pressure on the states to officially identify (attribute) the attacker.

2-event

The attack “NotPetya”, which took place in June 2017, was carried out by
M.E. Doc was spread by updating the accounting program. The attack spread
around the world and destroyed the data without the possibility of recovery.
Thus, only the Maersk company suffered losses of about USD 200-300 million;
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the total global damage was estimated at goyurapra 8-10 billion [8]. In 2018, the
United States, Canada, Japan, Australia, New Zealand, Denmark and the United
Kingdom linked the attack to the Russian military intelligence service (GRU)
— this was the first collective attribution. NotPetya dealt a heavy blow to the
private sector and supply chains, prompting states to act together and discuss the
possibility of cybersecurity for the first time.

3-event

Attack “Solar Winds” in December 2020

More than 18,000 organizations, including the US Department of the
Treasury, the Department of Commerce and the National Security Agency, were
attacked by malicious code embedded in the SolarWinds Orion program. The
US government adopted the CISA directive and Presidential Decree 14028
and approved the “Zero Trust” Architecture and software materials list SBOM
(Software Bill of Materials) as a mandatory standard [9,10]. In addition, the
declaration on the security of the supply chain was discussed at the G7 site.

This attack showed that the vulnerability of only one supplier threatens
the entire system. Supply chain security has become an important element of the
international principle of due diligence.

These three events prompted states to form cybercrime rules, attribution
procedures, and confidence-building measures. They make it clear that
technological progress and the transition of critical infrastructure to private are
ahead of international law, and therefore new risk management mechanisms are
needed at the global, regional and national levels.

Discussion

The main contradictions in international cybersecurity are associated
with the difference in the strategic concepts of states. On the one hand, Western
countries (USA, EU, NATO) are trying to maintain the “transparency” of the
internet and are based on multilateral voluntary norms. On the other hand,
Russia, China and their partners support the approach of digital sovereignty,
demanding global recognition of national laws and strict rules. The discussion
around this issue reflects the big problem of the theory of international relations
— the incompatibility of liberal and realistic approaches in the digital sphere [11].

The opinion of Russian researchers E. Zinovieva and Ya. Bai rightly
characterizes the theoretical and practical contradictions that exist in today’s
international cyberspace and digital control system.

Indeed, Western countries such as the United States and the EU are
proposing a model of governance based on multilateral, voluntary norms,
advocating the preservation of the openness and freedom of the internet. This
position relies on liberal theory. According to the liberal view, it is believed that
states and societies can ensure global security by strengthening openness and
cooperation. Freedom of information and the borderless nature of cyberspace are
the basis of this position.
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Russia, China and their partners, on the contrary, promote the priority of
national sovereignty and state control. This approach is based on the realist theory,
which considers it important for states to protect their interests, put national laws
and security first. The concept of digital sovereignty clearly reflects this point of
view, where each state seeks to keep its information space in full control.

The conflict between these two different approaches makes it difficult to
form unified global rules for managing cyberspace. The incompatibility of liberal
and realistic views increases distrust between states and hinders the possibility of
reaching a global agreement on cybersecurity.

However, in modern difficult conditions, the search for ways to reconcile
these two approaches is relevant. To resolve this contradiction in the theory of
international relations, a balanced approach is needed. This approach should seek
to harmonize internet freedom on the one hand and national security on the other.

It is important to note that the implementation of norms of responsible
behavior in cyberspace strongly depends on trust between states. The studied
circumstances indicate that during the escalation of the geopolitical conflict,
agreed security measures become difficult. As zinovieva noted, after the outbreak
of a large-scale military conflict in Europe, the dialogue between the United States
and Russia on IIS practically stopped. Similarly, attempts to agree on confidence-
building measures (for example, within the OSCE or UN) have previously only
temporarily yielded results. Thus, the paradox is that the higher the tension in
the international arena, the less opportunities for cooperation on cybersecurity,
although in the context of this confrontation, such cooperation would be the most
demanded [12].

At the present stage, there is an increase in the pace of development of
Defense and attack technologies in cyberspace. Many countries of the world are
investing heavily in strengthening cyber armies and intelligence structures. As a
result, defense structures (for example, Cyber Command, CERT) are forced to
adapt to new threats.

According to the latest research, in order to manage cyber conflicts, a number
of countries began to introduce rules for distinguishing between military cyber
units and civilian CERTs (Computer Emergency Response Teams). However, the
legislative regulation of cyber attacks within the framework of international law
has not yet been fully resolved. It remains unclear exactly how the UN Charter
will apply to cyberattacks against civil infrastructure.

Modern international norms are not binding legal acts, but are often adopted
at the level of political agreements. Therefore, their implementation depends
on the political will of the parties. Although such principles as non-attacks on
infrastructure and assistance in cyber incidents are supported by the state, there
are no clear mechanisms for monitoring and fulfilling these obligations. Such a
situation can increase the risk of “responding to unfriendly actions” and lead to a
period of “post-embargo”.
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States should not limit themselves to declarations, but increase interaction
through the exchange of accurate information, technical cooperation and joint
exercises. These steps will strengthen global confidence and stability.

At the same time, Asian, African and Latin American countries are
lagging behind in the development of infrastructure and regulation. This leads
to common risks for the whole world, because cyber threats are not subject to
borders. Therefore, it is necessary to expand technical assistance programs,
training courses and experience exchange activities within the framework of the
UN and regional organizations. We believe that it will be possible to implement
such steps through regional initiatives, such as the information security plan of
the Shanghai Cooperation Organization.

During the COVID-19 pandemic, the vulnerability of health systems to
cyber attacks was revealed at an unprecedented level. Hospitals and laboratories
have urgently implemented VPNs, cloud services, and telemedicine platforms to
provide quick access to remote employees; however, such “rapid digitalization”
took place without a security audit. As a result, attackers easily found servers with
no patches installed, outdated Windows machines, and poorly configured remote
access gateways. 2020 21. in Europe alone, cases of phishing and ransomware
targeting the health sector increased by 47% [13]. Programs such as Conti and
Ryuk have disabled the Irish HSE system, and Maze USA has disabled more than
400 more clinics. Attacks were also recorded by state APT groups against research
centers that were engaged in the development of a vaccine — they were intended to
steal intellectual property and personal data of patients [14,15]. Taking advantage
of the shortage of personnel during the pandemic, cybercriminals tricked and
obtained permits through fake medical logins. An additional danger is the fact
that digital medical devices (CT, perfusors) are connected to the network, but
also work in old OS, which is not supported by the manufacturer: these were
continuously used in the infection departments, so it was not possible to update
in time. The pandemic has exposed the imbalance between the rapid expansion
of digital infrastructure and the resources allocated for security, and has proved
that the health sector will be a weak link in future crises if cybersecurity is not
systematically strengthened.

Conclusion

In the course of the study within the framework of the article, topical
areas of international cybersecurity issues were systematized and analyzed. It
was found that the massive digitalization of the social and military sphere poses
new challenges for diplomacy and security policy. It has been noticed that there
are disagreements between the major powers of the world over the ways of
managing cyberspace. This includes the divergence of opinions regarding the
legal obligation of cybernetics and the concept of digital sovereignty.
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At the same time, the development of artificial intelligence and quantum
technologies poses new threats that are complex and rapidly changing. Based on
the analysis of scientific literature and official documents in this area, we have
found that the lack of uniform standards weakens the joint defense of states and
increases inequalities in technical capabilities.

Based on the results of case and empirical studies of the events of
WannaCry, NotPetya, SolarWinds, the idea was expressed that a single attribution
mechanism should be created with the support of the UN. This requires reducing
the influence of politics in the investigation of attacks and introducing a procedure
for collecting evidence and storing artifacts. National cybersecurity protection
must be complemented by open requirements for Supply Chain Security and
mutual obligations not to attack infrastructure.

In summary, cybersecurity research requires an interdisciplinary approach.
This requires the Coordination of technical solutions and mechanisms of reliable
cooperation, bringing together political scientists, lawyers and IT specialists.

To strengthen cybersecurity, the international community needs to transform
political will into concrete actions and take systematic steps to overcome
technological inequalities. This will make it possible to form global response
mechanisms that will protect the interests of all states.
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KA3IPT'T XAJIBIKAPAJIBIK KATBIHACTAPIAFbI
KUBEPKAYIICI3AIKTI BEPTTEY/IH O3EKTI MOCEJIEJIEPI
*Casroek C.C.!, baiicynranosa K Y.

*12 AOputait XaH aThiHIarbl Ka3zak XasabIKapaliblK KaTbIHACTApP JKOHE
oneMm Tuiaepl yauBepeurteti, Anmarsl, Kazakcran

Angarna. Kasipri onemjie 3KOHOMHUKAHBI KapKbIHIbl LUPPIaHABIPY
KarJanblHIa KHOepKeHICTIK xKahaHbIK Kay1lCI3A1KTIH HET13r1 (PaKTOphl peTiHe
TaHbUIABL. By skarmail XajblKapajiblK KYKbIK HOpMalapblH KalTa Kapay/sbl,
MEMJIEKETTEP apaChIH/1aFbl BIHTBIMAKTACTBIK TETIKTEPIH KETULAIPYAl Tajlal eTel.
byn makanana aBTopiap XaibIKapalblK KaTbIHACTApIarbl KHOEPKAyINCI3MIKTIH
©3€KTI MOceJIeJIepiH KaH-)KaKThl TajfayFa >KOHE OJlapllbl €HCepy KOJIJapblH
YCBIHYFa THIPBICA]IBI.

byn 3eprreynme aBropmap 2021-2025 kpuimapra apHajgfaH FhUIBIMU
eHOEeKTep MEH pecMU KyXKaTTapfa CajbICThIpMalbl Tajujgay O KYpri3il.
KubepxenicTikTi 6ackapynarbl «IHQPIbIK ereMeHAIK» YFbIMbI MEH >kahaHJIbIK
peTTeyliH KaXeTTUIr apachlHAAaFrbl KaWIIBUIBIKTAp aHBIKTaNAbl. COHBIMEH
Karap, aBTopyiap KuOepKayirnci3IiKTi KaMTaMachl3 €Ty/IeT1 HeT13T1 KUBbIHIBIKTap,
K1OepiadyblIapAbl JKaTKbI3Y/IbIH KYPAEIUIIrT jKOHE pecypcTapAbl 9ALIETCI3
0oy peTiHAE XalblKapalblK 3aHAbl Kylll Oap HoOpMaiapAblH KOKTBIFbIH
KepceTel.

Makana aBropiapbl KHOEpKAylICI3AIKTI HBIFAUTY YILUIH MEMIIEKETTepre
JIETeH CEHIMJII apTThIPY, KYKBIKTHIK Oa3aHbl >KETUIAIPY JKOHE XaJIbIKAPaJIbIK
BIHTBIMAKTACTHIKTHI KEHEWUTYy KakeT Jen caHainbl. OHja KuOepKEHICTIKTIH
Kayincizairi OyKiI agam3aTThIH OpTaK MyzAjaeci OoybIn TaObuTa/ibl, COHABIKTAH
YHIeCIMII 1C-KMMBLT MEH allbIK JIUAJIOT 0acThl 0ACHIMIBIK OOITYbI KEPEK JCTEH
KOPBITBIH/IbIFA KETIe/].
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AKTYAJIBHBIE ITPOBJIEMBI NCCJIIEJOBAHUSA
KHUBEPBE30OINACHOCTU B COBPEMEHHbBIX
MEXIAYHAPO/JHBIX OTHOWEHUAX
*Castoek C.C.!, baiicynranosa K. 4.2
*12 Ka3axCKUil YHUBEPCUTET MEKIYHAPOIHBIX OTHOIICHHIA U
MHPOBBIX S3BIKOB UMEHH AObLIail XaHa, AnMatel, Kazaxcran

AHHOTamusi. B coBpeMeHHOM MwHpe, B YCIOBHSIX HWHTEHCUBHOMU
uu(ppoBU3aAIMM  SKOHOMHUKH, KHOEPIPOCTPAHCTBO TPU3HAETCA  IVIABHBIM
(dakTopoM TnOOamBHOW Oe3zomacHOCTH. CHOXKUBIIASACA CHUTyaluss TpeOyeT
MepecMoTpa HOPM MEXTyHApOIHOTO MpaBa, COBEPIICHCTBOBAHUSI MEXaHHW3MOB
COTPYIHHYECTBA MEXIYy TrocyaapcTBamMu. B naHHOW cTarbe aBTOPBI CTaBAT
CBOEH 1IeJbl0 BCECTOPOHHE MPOAHATM3UPOBATH COBPEMEHHBIE BBI3OBBI
Kk1OepOe30nacHOCTH B MEKYHAPOIHBIX OTHOIICHUSX U OTIBITAThCS PEIOKUTD
MyTH UX TPEOJOTICHHUSL.

B nanHOM wuccienoBaHMM aBTOpBI TMPOBENM CPABHUTEIbHBIA aHAIHU3
Hay4YHBIX pa0OT 1 OpUITHATBHBIX JOKYMEHTOB 3a ieproa 202 1-2025 rr. BeisiBieHbI
MIPOTUBOPEUHS MEX]Ty KOHLEMIUEH «IIM(PPOBOTO0 CyBEPEHUTETa» B YIPaBICHUU
KHOEPIPOCTPAHCTBOM M HEOOXOAMMOCTBHIO TIOOAIBHOTO  PETYIUPOBAHUS.
Kpome Toro, aBTOpbI yKa3bIBalOT Ha OTCYTCTBHE MEKIYHAPOAHBIX IOPUINYECKU
OOSI3BIBAIOIIMX HOPM B KayeCTBE OCHOBHBIX TPYIHOCTEH B oOecreueHuu
KHOepOe30MacHOCTH, CII0KHOCTh MPUITUCHIBAHUS KHOEpaTaK U HECTPABEIITNBOE
pacnpeziesieHue pecypcoB.

ABTOpBI CTaTbU YTBEPXKIAIOT, YTO JJISl YKpEIUIeHHUs KubepOe30macHOCTH
He00X0JMMO MOBBIIIATh JJOBEPUE K TOCYIapCTBaM, COBEPILIEHCTBOBATH IPABOBYIO
0a3y U pacHIMpATH MEXAYHApPOAHOE COTPYAHUYECTBO. B Hell nenaercs BHIBOI O
TOM, 4TO O€30MaCHOCTh KHOEPIIPOCTPAHCTBA SBIISICTCSI OOIITUM UHTEPECOM BCETO
YeJI0BEUeCTBa, IOATOMY FapMOHUYHBIE AEUCTBUS U OTKPBITHIA AUAJIOT JTOJIKHBI
OBITh TJIABHBIM IPUOPUTETOM.

KiroueBble cioBa: kubep6e30macHOCTh, MEXIyHAPOIHBIE OTHOILIEHUS,
nHpopmarmonHasi 0€30MacHOCTh, ITUGPOBOM CYBEPEHHUTET, MEXKIYHAPOTHOE
MpaBo, KHOEPIIPOCTPAHCTBO, HOPMBI MTOBEIEHUS TOCYIAPCTB, KHOEPYTPO3bI
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